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Cisco AnyConnect Remote Access Instructions

Prerequisites: Cisco AnyConnect needs to be installed on your computer. Follow
steps 1-3 below to determine if AnyConnect Remote Access is already installed.

1. Go to the “Search Windows” bar and type “Cisco AnyConnect.”
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If available, click on Cisco AnyConnect Secure Mobility Client.
3. This window will open for the updated AnyConnect Client.

VPN:
Ready to connect.

Collins - US Central

System Scan:
System scan not required on current Wi-Fi.

Scan Again

o HO) il

If a different window opens, or AnyConnect is not listed, see the section “Installing
AnyConnect from Software Center.”
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4. If you have the new client:
a. Choose the location closest to you.

b. Make sure you have a network connection. =
C. CI'Ck Connect — Ready to connect.
d. After a few seconds, you will receive a prompt Gollns - US Central

for username and password.
i. If you experience a delay: _
1. Exit out of the AnyConnect client. B oo
2. Launch AnyConnect again and
follow the steps to connect.
5. Log in. If you enter your username and password, Duo

will automatically send a Duo push notification to your v, B e

default device. If you would like an alternative method, Scan Again
follow the appropriate steps below.
a. To receive a phone call:
i. Inthe “Password” field, type in your
password, a comma, then the word “phone” as shown below.

o MO Al

; B Cisco AnyConnect | Collins - US Washington DiC x

& Please enter your username and password,

Usernarme: | hrouda |

Password: | password,phone |

QK Cancel

Replace “password” with your password

If you have more than one phone configured, you need to type
‘phone1,” “phone2,” etc., to identify the phone to call.

b. To use your Yubikey / security dongle:
i. Inthe “Password” field, type in your password followed by a comma.
On your key/dongle, press the Y button until the code populates in the
password field. Click OK.
c. Toreceive an SMS text message with a code:
i. Inthe “Password” field, type in your password, a comma, then “sms.”
You will receive an SMS message to your default device containing
three codes.
ii. Inthe AnyConnect client, enter your password, a comma, and the
passcode found in the application.
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d. To use a passcode from the Duo application:

i. Inthe “Password” section, type in your password, a command, and
the passcode found in the Duo app.

6. Click Accept at the AnyConnect acceptable use and monitoring message.
Cisco AnyConnect

== You are connecting to the Collins Aerospace VPN ===
This computer system is the property of Collins Aerospace.
Unauthorized access and improper use is prohibited. Any activity
on this system is subject to monitoring by the Company at any
time. Anyone who uses the system consents to such monitoring and

agrees that the Company may use the results of such monitoring
without limitation.

Accept Disconnect

7. Verify connectivity.

a. You should have green check marks. S

b. It should say “Connected to [your H
location].” D

c. You should see a “Compliant” tag. - oo s

Collins - US Central

00:23:26 (15 Hours 36 Minutes Remaining)

%Q Network:
;@ o

Network access allowed.

Installing AnyConnect from Software Center

1. If you are on-site at a heritage Rockwell Collins location, or are currently connected

via the Pulse Secure VPN, you can click this link to install the new client: Software
Center

© 2022 Collins Aerospace
This document contains no export controlled technical data.


http://rwebapps.rockwellcollins.com/SoftwareCenterIntl/Default.aspx
http://rwebapps.rockwellcollins.com/SoftwareCenterIntl/Default.aspx

4.

oo

Al

7,"& Collins Aerospace
In the “Text to Find” field, type “AnyConnect.”

Software Search

Text to Find: |An;rCunnect |

Click on the Cisco AnyConnect link that appears under search results. The link will
be annotated with the current version number, which is subject to change.

ICisco AnyConnect 4.10.05095

Cisco AnyConnect is a unified security endpoint agent that delivers multiple security services to protect the enterprise. It also provides
lenterprise. Cisco AnyConnect wide range of security services include functions such remote access, posture enforcement, web securi
features necessary to provide a robust, user-friendly, and highly secure mobile experience.

8 Cisco AnyConnect Secure Mobility Client X

Cisco AnyConnect Secure Mobility Client
Version 4.10.05095
@ Copyright 2004 - 2022 Cisco Systems, Inc. All Rights Reserved

Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiliates in the United States and certain other countries.

Installed Modules:
VPN, Metwork, System Scan, Customer Experience Feedback

This product incudes software developed by the OpensSSL Project for use in the OpenS5sL Toolkit:
https: ffwww.openssl.org

This product indudes aryptographic software written by Eric Young (eay @cryptsoft.com)

This product indudes software written by Tim Hudsen (th@a yptsoft.com)

This product incorporates the libcurl HTTP library:
Copyright {c) 1996 - 2019, Daniel Stenberg, (daniel@haxx.se).

afran]n
End User Lioen?eAgreement C| SCO

Cisco Online Privacy Statement and the AnyConnect Supplement

In the new window, click Launch/Install.

Cisco AnyConnect 4.10.01075 NAM DART ISE Posture

W — Y
Back { Launch/Install |
R

Add to Favorite Software

Description Cisco AnyConnect is a unified security endpoint agent that delivers multiple security services to protect
the enterprise. It also provides the visibility and the control you need to identify whe, and which devices
are accessing the extended enterprise. Cisco AnyConnect wide range of security services include
functions such remote access, posture enforcement, web security features, and roaming protection. Cisco
AnyConnect gives your IT department all the security features necessary to provide a robust, user-
friendly, and highly secure mobile experience.

After the installation completes, reboot your computer. This is an important step!
Once rebooted, follow steps 4-8 from the beginning of this document.
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